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Abstract 
Image security is an important aspect in Digital image processing. There are number of ways of securing digital data. The most 
common form being, the scrambling or encryption method. In this paper, Partial image scrambling method is proposed using Non 
Sinusoidal wavelets, the image is scrambled in the wavelet domain using Kekre’s Walsh Sequency algorithm and then an inverse 
transform is applied to get the scrambled image in spatial domain. The scrambling in wavelet domain helps resists against 
statistical attacks. From the experimental results it can be seen that in cases where L component of the wavelet is included the 
scrambled image performs better. The choice in components for scrambling helps achieve good compression hence reduces the 
computations required. The best performers are the Kekre and Slant Wavelet. 
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1. Introduction 
In the recent years the amount of digital data has increased, which includes text and multimedia like digital images, 
this data need to be protected or secured from intruders. As we know digital images are huge in size, they contain a 
lot of redundancies, these redundancies could be removed and only useful image pixels can be scrambled this will 
not only reduce the computations but also save the bandwidth when transferred across internet. CharlesD.Creusere 
et al. [1] proposed an image scrambling algorithm based on polyphase filter banks which is a modification to the 
classic time frequency permutation method, the method helps reducing the time and memory requirements without 
reducing its performance. Min Li proposed a multi-region based image scrambling algorithm using Arnold 
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transformation [2]. The transformation is applied on image blocks a method proposed by Zhenwei Shang et al. [16]. 
A simple image scrambling algorithm for image based authentication is proposed by Giaime Ginesu et al. [3]. The 
said method is implemented in wavelet based domain. The method is extended to mobile based applications [4]. 
Sandeep Kaur et al. proposed a novel four level image encryption method based on hash [5]. A new measure of 
image scrambling degree is proposed by Xiongjun Li [6]. The proposed measure is based on grey level differences 
and information entropy. The measure is applied to scrambled images obtained using different methods.  Scrambling 
degree based on statistical Hypothesis testing is proposed by Zhiwei Li et al. [7]. The measure is based on chi-
square goodness of fit test. Shujun Li et al. [8] offered cryptanalysis on an encryption scheme without bandwidth 
expansion. The scrambling method was based on 2D discrete prolate spheroidal sequences (DPSS). Multi-
dimensional Orthogonal Transform sequence is used for image scrambling, Shuhong L. et al. [9]. The method is 
very robust as the keys are the conditions used to generate the sequence. The problem of scrambling non equilateral 
images is addressed by Shao Liping et al. [10].  The method is based on Random shuffling strategy and computes 
the shifting path using low cost. Shao Liping et al. proposed a scrambling matrix generation algorithm for image 
scrambling [11], the method has low cost of generation and wide space for matrix generation which increases 
security. Prashan Premaratne et al. [12] proposed a random key based image scrambling, the method uses a random 
key and shuffling the pixels row and column wise based on the key. The scrambling degree of a Binary image using 
bipartite graph and its degree is introduced by Fuai-ying et al. [13]. Abhijeet A. Ravankar, [14] proposed a New 
Linear Transform for image scrambling. Both blocked and scalar cases have been considered. Image scrambling and 
encryption algorithm is proposed by Zhang Ruihong et al.[15]. The method makes use of limited finite integer 
domain.it includes both gray as well as position transformation. KokSheik Wong et al. [17] proposed an extension to 
Scascra method for image scrambling. The method scrambles the diagonal blocks so as to achieve scan like effect 
on the scrambled image. A study on Fibonacci periodicity is given by Weigang Zou et al. [18].  The transformation 
is also used for image scrambling. Yicong Zhou et al.[19] gave a P-code Fibonacci technique for image scrambling 
and a comparison of these sequences along with some others is discussed [20], the methods are compared based on 
data loss attacks, noise attacks and plain text attacks. Wavelet Generation using Kronecker Product 
For Wavelet generation of Sinusoidal Wavelet, Kronecker Product method is used. The image size used for 
experimental purpose is 256x256. Hence to generate a wavelet transform, the transform matrix of size 16x16 is 
used. The Kronecker Product of the matrix is taken with itself to generate a wavelet having four components LL, 
LH, HH and HL. The Kronecker Product can be applied as follows 
A۪A= aij [A]                                                                                        (1) 
Where size of A is 16x16 and is used to generate a wavelet transform of size 256x256. 
 
 
 
 
 
Fig. 1. An Example of Wavelet Generation                                                                      
In the above Figure 1. LL represents the component with maximum energy of the original image, LH, HH and 
HL represents the components with some amount of image energy. 
The above concept is used to generate the non-sinusoidal wavelets, the transforms used are Kekre transform, 
Walsh Transform, Haar Transform and Slant transform [21]. 
2. Proposed Approach for Partial Image Scrambling 
 The Figure below explains the step by step procedure used for scrambling image using Walsh sequency in 
wavelet domain. Figure 2(a) shows the scrambling process and (b) shows the all the different combinations that are 
used for scrambling the image in wavelet domain using Kekre’s Walsh Sequency [22].The proposed approach 
focuses towards partial image scrambling. The Walsh sequency is applied on all the combinations of wavelet 
components , so as to do an in depth study of which components of wavelet (i.e. LL, LH, HH and HL) results in a 
higher error in the resultant image. The different combinations explored for the proposed approach includes (1) 
LL,LH,HH & HL (2) LL, LH, HH (3) LL,LH,HL (4) LL,HH,HL (5) LL,LH (6) LL, HH (7) LL, HL(8) LL. For e.g. 
A 
(16x16) 
۪ A 
(16x16) = 
LL LH 
HL HH 
Wavelet(256X256) 
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(2) LL, LH and HH (HL component is removed from the wavelet domain and only LL,LH and HH components are 
scrambled by applying Walsh sequency), which reduces the computational complexity in the scrambling and 
descrambling process , as compared to the traditional approach in which the scrambling and descrambling process 
needs to be applied to all the pixels of the image in the spatial domain. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 2 (b) Different combinations of Components scrambled 
4. Experimental Results 
For experimental purpose 15 (24 bit color) images of size 256x256 were used. The results displayed below are 
averaged over fifteen images. The parameters used for experimental analysis used include Adjacent row pixel 
correlation (ARPC), Adjacent column pixel correlation (ACPC), Adjacent diagonal pixel correlation (ADPC), 
Adjacent anti diagonal pixel correlation(AADPC), Structural similarity index measure (SSIM), Peak average 
fractional change in pixel value (PAFCPV)[23] and Mean Squared Error(MSE).  Figure 3, shows the different 
scrambled images obtained for scrambling different combinations of wavelet components for Kekre Wavelet. Figure 
3(a) shows the original image, (b)–(e) & (j)-(m) shows the scrambled images, (f)-(i) &(n)-(q) shows the 
descrambled images. Figure 4 to 7 (a) Shows the Reduction in correlation obtained in row, column, diagonal and 
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anti-diagonal pixels, (b) shows the structural similarity index measure, (c) shows the Peak average fractional change 
in pixel value, and (d) shows the Mean squared error for Walsh, Slant, Kekre and Haar Wavelet. 
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Figure 3. Kekre Wavelet Domain with Walsh Sequency 
(a)Original Image, scrambled images for (b) LL,LH,HH & HL (c) LL, LH, HH (d) LL,LH,HL (e) 
LL,HH,HL , descrambled images (f)-(i), scrambled images for  (j) LL,LH (k) LL, HH (l) LL, HL(m) LL, 
descrambled images (n)-(q) 
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Figure 4. Walsh Wavelet Domain with Walsh Sequency 
(a)  Reduction in Correlation in scrambled images, (b) Structural Similarity Index Measure in 
scrambled images (c)  Peak average fractional change in pixel value in scrambled images and (d) 
Mean squared error in Descrambled images for Walsh wavelet 
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Figure 5. Slant Wavelet Domain with Walsh Sequency 
(a)  Reduction in Correlation in scrambled images, (b) Structural Similarity Index Measure in 
scrambled images (c)  Peak average fractional change in pixel value in scrambled images and (d) 
Mean squared error in Descrambled images for Walsh wavelet 
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Figure 6. Kekre Wavelet Domain with Walsh Sequency 
(a)  Reduction in Correlation in scrambled images, (b) Structural Similarity Index Measure in 
scrambled images (c)  Peak average fractional change in pixel value in scrambled images and (d) 
Mean squared error in Descrambled images for Walsh wavelet 
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5. Conclusion 
In this paper a novel approach for partial image scrambling is proposed. The performance evaluation of all the non 
sinusoidal wavelets is carried out.  There are 4 categories which are been considered and evaluated for scrambling 
process. Based on different parameters it can be observed that the first category i.e. scrambled image containing all 
the four components LL, LH, HH and HL performs the best, it gives the highest reduction in correlation, lowest 
SSIM is obtained , highest value of PAFCPV is obtained and zero MSE is obtained for all the Wavelet when 
compared to other categories. Kekre Wavelet Transform gives the highest reduction in correlation a value of 85%. 
Minimum MSE is obtained in Slant Wavelet. However scrambling needs to be applied to all the four components of 
Wavelet. In case compression is to be achieved the other categories may be considered i.e. ¾ , ½ and ¼ . In ¾ and ½  
categories it is observed that the scrambled image with maximum L component gives good results. Hence based on 
MSE it can be decided as to which of the category may be chosen for image scrambling by reducing the 
computations. In spatial domain when any scrambling technique is applied it needs (255+255) shuffling 
computations. i.e. 255 shuffling for rows and 255 shuffling for column pixels, however our partial image scrambling 
category of ¾ and ½ reduces these computations as we don’t consider all the pixels for shuffling in wavelet domain. 
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